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Ethical Marketing In The Ai Era – A 

Strategic Necessity For Modern Companies

Abstract: In a context where artificial intelligence (AI) is radically redefining marketing strate-

gies, the ethical approach is becoming a strategic necessity for modern companies. Decision automation, 

hyper-targeted personalization and predictive analytics bring significant benefits, but also major ethical 

risks such as behavioural manipulation, lack of transparency or invasion of privacy. This article explores 

the intersection of AI and ethical marketing, emphasizing the responsibility of brands to integrate moral 

principles into the use of emerging technologies. The paper is based on a conceptual analysis and relevant 

case studies, proposing a strategic framework that supports the development of authentic and sustainable 

relationships with consumers, in an ever-changing digital ecosystem. The original contribution consists in 

formulating a balanced perspective between technological efficiency and ethical integrity, with direct ap-

plicability in contemporary marketing practices.
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Introduction

Over the past two decades, digital technologies have profoundly transformed the way com-

panies communicate, interact, and create value for consumers. At the heart of this transforma-

tion is artificial intelligence (AI), which offers the possibility of complex predictive analytics, 

unprecedented content personalization, and automation of strategic marketing decisions. While 

these technological advances bring undeniable benefits in terms of efficiency and competitive-

ness, they also raise significant ethical issues related to transparency, privacy, fairness, and social 

responsibility.

As consumers become increasingly aware of how their data is being used, and data protec-

tion regulations become stricter, ethical marketing is no longer an option, but an essential stra-

tegic component. In this context, a crucia

critical analysis of current AI-assisted marketing practices, identifying emerging ethical risks, 

and formulating a strategic framework that allows companies to responsibly integrate AI into 

marketing activities. Both international guidelines on the ethical use of AI and examples from the 

global corporate environment are considered, with the aim of providing applicable recommenda-

tions for developing a sustainable relationship between brand and consumer.

evolution is reflected in the significant increase in investments in digital technologies and the in-

creasing use of automation, machine learning and real-time personalization tools. According to 

-

tions in their digital marketing strategies. 

At the same time, Romania, as a member of the European Union, complies with strict regu-

lations on the protection of personal data, such as GDPR, and adheres to legislative initiatives 

such as the AI Act and the Digital Services Act, which establish essential ethical principles for 

an indispensable condition for companies that manage consumer data for commercial purposes, 

ensuring a balance between innovation and social responsibility. At the same time, the local mar-

clear organizational ethics policies in small and medium-sized companies, as well as a marketing 

culture still focused on perform

in marketing not only meets legal and reputational requirements, but also offers a competitive 

advantage in building transparent and trustworthy brands in a fragile digital environment.

pic is supported by the urgent need to substantiate, including in 

Romania, responsible marketing practices, anchored in moral principles, to avoid the risks of ma-

to this debate by providing a rigorous and applicable analysis of how ethics can be integrated into 

AI-based marketing strategies.
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Specialists in the field of digital marketing and artificial intelligence are increasingly 

drawing attention to the need to rethink commercial strategies through an ethical lens. According 

-

tional element, but a necessary strategic component to maintain consumer trust and brand legiti-

macy in the digital age.

privacy and the avoidance of automated discrimination are central aspects in the development 

-

ioural manipulation, invasive hyper-personalization, and the opacity of AI models used in com-

mercial campaigns.

although companies are showing a growing interest in AI solutions, in practice there is a lack of 

clear ethical governance policies, and consumers are poorly informed about how their data is col-

lected and used.

From a personal perspective, I believe that ethical marketing in the age of artificial in-

telligence is not only a strategic necessity, but a fundamental duty of companies to society. AI-

powered technologies have the potential to profoundly transform the relationship between 

brands and consumers, but this transformation should not come at the expense of moral values. 

-

poses increased accountability in how business strategies are designed and implemented. In the 

absence of solid ethical benchmarks, artificial intelligence risks becoming a tool for manipulation, 

-

1. The evolution of marketing in the context of artificial intelligence

Marketing has evolved from a product-centric model and one-way communication, to one 

deeply influenced by data, interactivity, and personalization. In the pre-digital era, campaigns 

were built on intuition, traditional surveys, and generalist messaging. Subsequently, the advent 

of the internet and social networks allowed the transition to digital marketing, based on real-time 

-

tation, but also the consolidation of an ethical compass to guide brand-consumer interactions in 

the digital age.

-

sential to analyse the evolution of this field in correlation with the development of technologies. 
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From traditional strategies, based on one-way communication and generalist messages, to the 

-

-

lowing table summarizes these key stages of the evolution of marketing, highlighting in parallel 

the main tools used and the associated ethical dilemmas.

Table 1. The evolution of marketing – from traditional to ethical AI

Main features Ethical challenges

Generalist mes-
sages, one-way 
communication

commercials
Lack of transparency, 
generalization, lack of 
personalization

Digital marketing Interactivity, real-
time feedback, digital 
segmentation

Websites, email mar-
keting, social media

Privacy, manipulation 
through personalized 
content

Marketing with AI Automation, hyper-
targeted personal-
ization, behavioural 
prediction

ML algorithms, big 
data analysis, chatbots

D e c i s i o n - m a k i n g 
opacity, algorith-
mic bias, intense 
surveillance

AI-Assisted Ethical 
Marketing (Future)

-
countability, in-
formed consent

AI Ethical Principles, 
GDPR Regulations, 
Explainable AI

Ensuring fairness, 
protecting consum-
er rights, preventing 
manipulation

Source: Table made by the author based on the works of Kotler et al. (2021), Su et al. (2023) and Khan et al. (2021)

As marketing has evolved from traditional communication to the advanced use of ar-

tificial intelligence, the complexity of processes and the potential to influence consumers have 

-

ciency and personalization, but it also raises significant ethical challenges that cannot be ignored. 

Integrating a sound ethical framework into the use of AI in marketing thus becomes an essential 

condition for protecting consumer rights and maintaining public trust. Only by balancing inno-

vation with moral responsibility will companies be able to build authentic and sustainable rela-

tionships in the ever-changing digital landscape.

Accelerated digital transformations over the past decade have transformed artificial intel-

ligence (AI) from an emerging technology into a fundamental pillar of modern marketing strate-

gies. From recommendation algorithms and conversational chatbots, to predictive analytics and 

real-time personalization, AI is redefining the way brands interact with consumers. Global plat-

-

nologies in anticipating individual needs and increasing conversions. However, the enthusiasm 

for performance and automation is accompanied by several essential ethical questions regard-

ing the transparency of algorithmic decisions, the use of personal data and the risks of psycho-

logical manipulation. In this context, the need for responsible marketing, guided by clear ethical 

principles, becomes not only a moral option, but a strategic necessity for companies that want 
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to maintain their credibility and public trust in an increasingly complex and regulated digital 

ecosystem.

2. Artificial Intelligence in Marketing: Opportunities and Challenges

Artificial Intelligence (AI) is profoundly redefining marketing strategies, providing compa-

nies with tools capable of anticipating consumer behaviours, personalizing communication, and 

analysis or intelligent chatbots, brands can build increasingly effective campaigns, based on ac-

curate and up-to-date data.

-

ing platforms recommend personalized content, online retailers improve the shopping experi-

-

evant experiences.

However, this efficiency comes with important ethical challenges. Decision automation 

and hyper-targeting can lead to psychological manipulation, and the lack of algorithmic trans-

parency raises questions about accountability. Some systems may perpetuate inequalities or vio-

late the principle of informed consent, especially when users are unaware of how their personal 

to the risk of opaque automated decisions that can escape human control.

On the Romanian market, the use of AI in marketing is increasing, but specialists point 

out that the integration of ethics often remains at the declarative level. Recent studies highlight 

the need for clearer regulation, but also for a stronger internal commitment on the part of compa-

For a better understanding of the balance between the benefits and risks of AI in market-

ing, the table below summarizes the main ethical opportunities and challenges that may arise in 

the context of the use of automated technologies.

Table 2. Ethical Opportunities and Challenges of Using AI in Marketing

Opportunities Ethical challenges

Advanced personalization of content and 
offers

Risk of behavioural manipulation and uncon-
scious influence

Real-time marketing campaign optimization Lack of transparency of algorithmic decisions

Automation of repetitive processes (e.g., cus-
tomer service)

Potential for algorithmic bias and unintention-
al discrimination

Precise market segmentation and effective 
targeting

Excessive collection of personal data without 
clear consent

Increase efficiency and reduce operational 
costs

Lack of human liability for errors or harm 
caused by AI

Creating interactive experiences (e.g. chatbots, Exploiting emotional or psychological 
vulnerabilities

Source: Adapted from Khan, Paschen & Kietzmann (2021); Mittelstadt et al. (2016); own analysis.
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in the use of AI in the local market.

Table 3. The situation of using AI in marketing in Romania – ethical opportunities and vulnerabilities

Aspect Observations specific to the Romanian market

in marketing
Growing, especially in retail and e-commerce. Large com-
panies are more active than SMEs.

Level of ethical education in 
companies digital ethics or responsible AI.

Regulation and compliance
local legislation in the field is fragmented.

Chatbots, smart CRMs, social media targeting, predictive 
analytics tools.

Challenges identified by specialists Lack of transparency towards consumers, excessive data 
collection, lack of algorithmic auditing.

Consumer attitude
trust in automated decision-making.

Positive initiatives Isolated examples of good practices in retail, political 
marketing, and banking, especially through external 
partnerships.

Source: Own processing based on data from Simion & Popescu (2023); Su, Wang & Berthon (2023); contextual 

analysis.

3. Ethical marketing in the age of artificial intelligence: challenges and essential 

dimensions

In the current context, artificial intelligence is fundamentally transforming the way brands 

interact with consumers, automating processes that were previously exclusively human and gen-

erating unprecedented opportunities for personalization and efficiency. However, this techno-

logical revolution brings with its complex ethical challenges that cannot be ignored by companies 

One of the main challenges is the transparency of algorithmic processes. Many consum-

ers are not aware that marketing decisions, from recommendations to personalized offers, are 

automatically generated, and the opacity of these systems can lead to a loss of trust (Mittelstadt 

questions about the autonomy and free choice of the consumer, an aspect highlighted by scholars 

Fairness  in the treatment of consumers is also endangered by algorithmic biases, which 

example is the use of AI in pricing, where certain customer segments may receive different offers 
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based on sociodemographic characteristics, which raises ethical dilemmas related to distributive 

In terms  of personal data protection, AI-based marketing involves collecting and ana-

lysing a huge volume of sensitive information. Compliance with informed consent becomes es-

sential, but often insufficiently implemented in practice, as investigations into the Cambridge 

Consequently, ethical marketing in the age of AI must integrate a set of clear principles, 

including accountability, transparency, fairness, and respect for the consumer, all supported by 

build authentic and sustainable relationships with their customers, avoiding the reputational and 

legal risks associated with unethical practices.

-

tificial intelligence in marketing, the table below summarizes the main dilemmas, their descrip-

understanding of the key issues that need to be managed to ensure responsible and sustainable 

marketing in the digital age.

Table 4. The main ethical dilemmas of marketing in the age of artificial intelligence and their impact

Ethical dilemma Description Impact on brands and 
consumers

Algorithmic transparency Opacity of automated deci-
sions, lack of clarity on how 
AI makes decisions

Decreased trust, reputational 
risks, difficulties in assessing 
the correctness of offers

Behavioural manipulation Using hyper-targeting tech-
niques to influence consumer 
decisions

Loss of consumer autonomy, 
negative public reactions, po-
tential legal sanctions

Algorithmic bias Reproduction or amplification 
of social biases in automated 
decisions

Discrimination, inequity, ethi-
cal and social conflicts, dam-
age to brand image

Data privacy Improper collection and use 
of personal data, lack of in-
formed consent

GDPR sanctions, loss of cus-
tomer loyalty

Source: Own elaboration, based on the analysis of the literature (Floridi et al., 2018; Mittelstadt et al., 2016; Zuboff, 

2019; Noble, 2018).

in the prevention and management of ethical risks. Companies must implement measures that 

ensure the transparency of algorithmic processes, prevent behavioural manipulation through hy-

per-targeting and combat algorithmic biases that can generate inequities and discrimination.

Moreover, the protection of personal data and the respect of informed consent are the 

foundations in building an honest and sustainable dialogue with consumers. In the absence of 
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such an integrated approach, brands risk not only legal sanctions, but also loss of credibility and 

market loyalty.

In conclusion, an ethical marketing strategy in the age of AI must be comprehensive and 

proactive, oriented towards creating a fair and transparent digital ecosystem that harmonizes 

technological innovation with social responsibility.

4. Strategies for companies: how to integrate ethics into the use of AI

In a context where artificial intelligence is becoming increasingly present in business 

decisions, ethical strategies are no longer an optional element, but an essential component of 

multidisciplinary, and proactive approach, where technology is governed by clear principles and 

transparent control mechanisms.

a. Guiding principles for the ethical use of AI

-

gardless of gender, ethnicity, socio-economic status, or other sensitive variables.

internal policies, regular audits of AI systems, and stakeholder engagement in the design of auto-

mated solutions.

b. Applicable regulatory frameworks and international standards

Several international bodies have developed guidelines that can serve as reference points 

and responsibility, highlighting the need for human-centric AI.

with AI, with a focus on reliability, security, and traceability.

architecture, based on the idea that technology must serve the common good.

Companies that adopt these standards not only reduce exposure to legal and reputational 

risks, but also strengthen their position as leaders in digital responsibility.

c. Examples of good corporate practices
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(including inclusion, safety, and responsibility), which are reflected in all product lines and 

services.

values.

the risks associated with over-personalisation and automated stereotypes.

-

petitive advantage, strengthening the relationship with consumers, and creating a brand identity 

based on trust.

-

In this way, companies can prevent problems from occurring, instead of reacting post-

factum to controversies or errors.

punctual solutions or reactive improvisations, but through a coherent, structured and institution-

ally supported strategy. In an era where marketing decisions are increasingly automated, and 

predictive models are becoming the norm, companies must adopt practices that focus not only 

on commercial performance, but also on social responsibility.

-

rithm design and auditing) and an organizational component (internal education, ethical gov-

applicable strategies, along with implementation examples and associated benefits.

Table 5. Strategies for integrating ethics in the use of AI in marketing

Ethical strategy Description Example of 
implementation

Potential benefits

Ethics by Design Integrating moral val-
ues from the design 
phase of AI systems

Using Explainable 
AI in Marketing 
Campaigns (e.g., IBM 
Watson)

Risk reduction, pre-
vention of ethical 
errors

AI Audit & Ethics 
Assessment

Periodic checks on the 
bias, accuracy, and 
impact of algorithms

-
nal audit and system-
atic review

-
creased trust from 
stakeholders
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AI ethics
teams

training on digital 
ethics

Responsible organiza-
tional culture

Data collection with 
consent

Compliance with 
GDPR principles and 
informed consent

Facebook campaigns 
reconfigured post-
Cambridge Analytica

Regulatory com-
pliance, consumer 
loyalty

Creating AI Ethics 
Committees

M u l t i d i s c i p l i n a r y 
groups that validate 

and decisions

Strong internal gover-
nance and prevention 
of ethical conflicts

I m p l e m e n t a t i o n 
of international 
frameworks

Adherence to global 
principles (OECD, 
ISO, IEEE) European companies

Strengthened reputa-
tion, sustainable com-
petitive advantage

Source: Own elaboration, inspired by Jobin et al. (2019), Floridi et al. (2018), and examples of good practices from 

Microsoft, IBM and Unilever reports.

simple declaration of intent, but requires concrete tools, formal processes, and the active involve-

ment of all levels of the organization. Companies that invest in AI audits, ethics committees, spe-

cialized training, and transparency in public relations demonstrate not only compliance, but also 

long-term vision.

policies contribute to consolidating a competitive advantage based on trust, sustainability, and 

positive differentiation. In a digital landscape where consumers are becoming increasingly aware 

of their rights, ethics becomes a strategic investment, not a compliance cost.

5. The role of regulation and ethical education in business

In the context of a technology that evolves faster than the ability of legislative systems 

to regulate it, ethics becomes a key element in maintaining a balance between innovation and 

consumer behaviour, artificial intelligence poses challenges that require both regulatory inter-

vention and sustained professional training.

a. Regulation as a form of preventive control

Regulation acts as an external mechanism to limit potential abuses in the use of AI. 

Legislative initiatives, such as the General Data Protection Regulation (GDPR) in the European 

Union or the new Digital Services Act, provide the legal framework to protect users against non-

informed consent mechanisms, algorithmic transparency, and fundamental rights impact assess-



59
Management and public policies of the current era

No.41  ~ 2025

classification of AI applications according to the degree of risk, setting strict requirements for 

high-impact systems, including those used in personalized digital marketing. In parallel, some 

companies are developing their own internal ethical compliance policies, inspired by these frame-

External regulation, although necessary, is not enough. Ethical behaviour must also be 

cultivated within the organization, through a culture of responsibility and critical reflection. 

Ethical education in business involves not only informing employees about regulations, but also 

as ethics canvas or AI impact assessment.

Organizations that invest in constant ethical training are proving to be more agile in man-

aging reputational crises, more prepared in the face of external controls and more valued by con-

sumers for transparency and accountability.

Criterion Regulatory Ethical education

Definition Set of rules and obligations 
imposed by authorities to 
control the use of AI

Internal training process aimed at developing 
a responsible organizational culture

Character External, coercive Internal, formative

Preventing abuse and pro- Formation of moral discernment and support 
for ethical decisions

Laws, directives, standards -
ments, case studies

Responsibility Public institutions, regulators
compliance departments

Reaction vs 
prevention

React to systemic risks or 
abuse

Prevents ethical dilemmas through awareness 
and training

Examples GDPR, Digital Services Act, 
AI Act, national legislations

Internal courses at Microsoft, AI Ethics Board 
at IBM, digital ethics at Unilever

Source: Own elaboration based on the analyses proposed by Floridi et al. (2018), Jobin et al. (2019), European 

Commission (2021) and examples from multinational companies.
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Regulation and ethics education should not be alternative options, but as two comple-

mentary components  of a mature approach to the use of AI in business. While the legislative 

framework imposes limits and defines responsibilities, education creates the conditions for moral 

ownership of actions, even in the absence of external constraint.

-

pared to manage digital transformations without compromising core human values.

-

mental strategic necessity for modern companies that want to build authentic and lasting rela-

tionships with consumers. 

In a digital context marked by automation, personalization and algorithmic decisions, 

brands must take responsibility for integrating moral principles and transparency into all stages 

of the marketing process.

-

to actively manage them will benefit from a long-term competitive advantage. 

fairness, accountability, and transparency, recognized international guidelines and concrete best 

practices implemented by leaders in the field.

Moreover, the role of regulations and ethical education in business is essential for creat-

-

requires commitment, courage, and integrity from everyone. Conscious choice, responsibility 

and education are the pillars that will transform marketing from a simple sales tool into a posi-

tive force capable of shaping a fairer and more humane future.

Conclusions and perspectives

In the digital age accelerated by artificial intelligence, marketing can no longer be thought 

of exclusively as a promotional or sales tool but must be rethought as a practice with profound 

becomes an essential element of sustainability and corporate responsibility.

Ethics is not a completed stage or a procedural checkmark, but a transversal dimension, 

which must permanently accompany every decision, every algorithm, and every brand-consum-

er interaction. In a context where personal data, decision automation and behavioural influence 

raise new moral dilemmas, companies have a responsibility to place values at the centre of the 

decision-making process.

to the economic and digital future. It is a path that requires transparency, honesty, inclusion and, 

above all, respect for human dignity.

b. Perspectives and directions for action
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Promoting ethical marketing in the age of AI involves concrete commitments from all 

communities.

common ethical framework.

So, every decision counts. Every responsibly designed campaign, every value-driven 

ecosystem where trust, transparency, and accountability are not optional, but foundations of sus-

tainable success.

c. Ethical marketing starts with each of us

highlights the key elements of ethical marketing in the age of artificial intelligence. It provides a 

clear insight into the current context, challenges, and essential strategies for modern companies 

that want to integrate moral responsibility into their marketing practices. Relevant examples and 

references are also included to support each point, facilitating a quick and applicable understand-

ing of the topic.

Table 7. Key Elements of Ethical Marketing in the Age of Artificial Intelligence

Aspect Description

Current context AI transforms marketing through automation, per-
sonalization, and predictive analytics, but it also 

Mittelstadt et al. 

Ethical 
challenges

Behavioral manipulation, algorithmic bias, lack of 
transparency, violation of privacy.

Scandal Cambridge 
Analytica
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Ethical 
Marketing in the 
Age of AI

Integrating moral principles into all stages of mar-
keting, ensuring informed consent, transparency, 
and respect for the consumer.

IBM Responsible AI

Strategies for 
companies

Responsible AI

regulation
GDPR, Digital Services Act, and other initiatives 
that regulate the use of AI in marketing and con-
sumer data protection.

European Commission 

Ethical educa-
tion in business

Professional training, awareness of the impact of 
AI, promotion of ethical values in organizational 
culture.

Internal training pro-

campaigns

Competitive 
advantages

Ethical brands gain consumer trust and loyalty, and 
responsible marketing becomes a differentiator in 
the market.

IBM, Microsoft case 

consumers
Conscious choice, active feedback, refusal of ma-
nipulative marketing and support for ethical prod-
ucts and brands.

Consumer education, 
civic activism

Conclusion Ethical marketing is an ongoing commitment, es-
sential for sustainability and long-term success, in-
volving all actors in the commercial ecosystem.

-

Source: Own elaboration based on the literature and the following sources: Mittelstadt, B. D., Allo, P., Taddeo, M., 

Wachter, S., & Floridi, L. (2016). The ethics of algorithms: Mapping the debate. Big Data & Society, 3(2), 1-21; 

OECD (2019). OECD Principles on Artificial Intelligence; PwC Romania (2022). The impact of AI on marketing in 

Romania; European Commission (2021). Proposal for a Regulation on AI (Artificial Intelligence Act).

of AI, highlighting both the opportunities and challenges faced by modern businesses. Integrating 

ethical principles into marketing strategies is not only a moral obligation, but also an essential 

clear regulations and continuous education, is the path to building authentic and lasting relation-

-

ture of a sustainable and transparent economy.

Ethical marketing in the age of artificial intelligence is a necessary commitment for any 

consumer, companies can turn technological challenges into opportunities for an authentic and 

sustainable relationship with the market.
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