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Abstract: Risk is one of the biggest and most fascinating challenges of all times for humanity, because
of its presence in all fields. Risk management as a component of modern management, has become a main
concern for the modern world and one of the “key mechanisms” of economic development, a complex process
that includes a series of activities meant to alleviate the impact of risk over business and planed or foreseen
results. This paper wants to bring to attention the importance of risks and their management in today’s
economic crisis. The sector presented is the IT& C, especially software, because Romania had a growth in
this area for a few years but beginning the crisis this segment in economy had known a serious decrease.
This paper tries to connect risk management and risk psychology to Romanian economy, culture and men-
tality. The paper presents in short some of risk management characteristics, definitions and few opinions;
why in Romania this subject is not treated with the appropriate attention. The paper at hand focuses on the
psychology of risk and how it affects the life of individuals and the existence of companies, the importance
it should have on day to day basis, especially in Romania.
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1. Introduction

In the context of market expansion and
consequences deriving from this process,
there is a need for identifying specific ele-
ments of business risk that affect organiza-
tions and therefor economies.

Risk is inherent for every process and
system. Whatever the mission, vision, goal,
objectives, values or standards, risk and
managing risk, is inevitable for analysis and
implementation. Risk is an essential part in
one’s life. Individuals take chances when-
ever they travel the unknown, whenever
life surprises you, giving you an unexpected
situation.

Without knowing, one decision can af-
fect your life, and as a consequence will create
ripples, like an earthquake, that can lead to
a positive or a negative situation. Therefore,
no action, individual and no human action
exists without risk. Because the manifesta-
tion of risk can lead to bankruptcy we have
to define a safety instrument against risk to
help the firm carry on with its objectives. This
safety instrument is called risk management
and it includes prevention and minimization
of events that can affect the firms’ activity,
as well as identifying, evaluating and quan-
tifying risks. Risk management increases
the possibility of success and decreases the
probability of failure, and also, decreases the
uncertainty to not achieve the organization
objectives.

Risk management should be a main
component in organizational culture, with
an efficient policy and a programme run by a
team of experienced managers. The strategy
should be translated into tactical and opera-
tional objectives to be shared with each and
every manager and employee responsible
with risk management, in order to sustain

responsibility, performance and reward by
promoting operational efficiency at every lev-
el. Risk and risk psychology go hand in hand,
or at least they should be, from our point of
view, because they both are based on percep-
tion. Risk is the consequence of uncertainty
that can be quantified by impact and proba-
bility which typically has a negative response
from managers. That is why the existence of
a correlation between risk management and
risk psychology ought to be a “must”.

2. Meaning of risk management

The current economic conditions gener-
ated the need for an international standard
on risk management. This was completed
with a guide of terms and definitions that
insure the use of a unique terminology re-
garding risk. Following, these were united
by a standard that addresses risk evaluating
techniques. Together, these standards supply
organizations with a set of instruments to ad-
dress situations that can affect reaching their
objectives.

Therefore, ISO/CEI 31010:2009, Risk
management — Risk evaluating techniques,
was developed by both, ISO (International
Organization for Standardization)and IEC
(International Electro technical Commission)
and it represents a supportive standard for
ISO 31 000.

Current studies dedicated to risks high-
light the fact that, unlike the more traditional
approaches based on how to counter attack
risk, modern theories focus on predictions,
simulations, making the transition from “re-
acting and counteracting” to “acting and
preventing”.

Risk management focuses on identify-
ing and treating efficiently risks, the main
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objective being added value to all activities of
the company [1]. For an enterprise, for exam-
ple, we must consider the effects of the real
estate crisis, oil price, the impact of economic
growth on the short and long term in India
and China [2].The International Organization
for Standardization (ISO/IEC Guide 73), in
Standards for Risk Management (Institute
of Risk Management, 2002), defines risk as
a combination of probabilities for an event
to occur and its consequences, risk manage-
ment focusing on the positive and negative
side of risk. The International Federation of
Accounting (1999, IFAC) published a study:
The wealth of a stockholder through a better
risk organization. The Romanian dictionary
defines risk as ,the possibility to be in dan-
ger, to have to deal with trouble or to have a
loss” [3].

According to the Latin definition, risk
refers not only to the chance of loss but also
wining. Still, risk tends to be used daily with
negative connotations, the danger of a loss.
Literature defines risk as the threat of an
action or event to affect the ability of an or-
ganization to achieve its objectives and to ex-
ecute its strategies [4]. In 1921, Frank Knight
published the book: Risk, Uncertainty and
Profit; according to him, risk represents the
uncertainty of the future but the possibility to
estimate probabilities, while uncertainty rep-
resents the fact that you don’t know the prob-
abilities. Research for risk began through a
series of publications, like: Risk society[5]
(Beck,1986,translated in Romanian in 1992),
Risk[6](Adams,1995),Against the odds[7]
(Bernstein,1998),and the recent publication,
Organized uncertainty[8](Power,2007).

IFAC report, 1999, defined risk as future
events that influence strategic, operational
and financial objectives of the organization.

This report translated the negative concept
of risk into a positive concept that presented
management of risk as an integral part that
generates sustained value for stocks [9].

Risk is being defined as uncertainty of
a result with a positive outcome or a threat,
of actions or events that must be managed
by combining the possibility that something
may happen and the impact that this event
could have if it happened.[10]. The purpose
of risk management is to increase the value
of the company. If it is understood, designed
and implemented, risk management may
possibly be the perfect framework for deci-
sion makers everywhere [9].The existence [9]
of an efficient risk management framework
in a company leads to:

- increase capital efficiency by setting
an objective for resource allocation;

- reducing allocated expenditure
and exploiting the advantages of natural
resources;

- support decision making by identify-
ing areas with potential adverse impacts;

- identifying and exploiting decisions
that present economic advantages;

- building investor confidence by es-
tablishing a process to normalize accounting
results by protecting them from external in-
fluences and by demonstrating a proactive
system health at risk.

3. Evolution of risk management

In recent years a new concept has
emerged: enterprise risk management (ERM),
which is based on the idea that risks should
be looked at holistically across the enterprise,
as well as managed in silos, and that the con-
clusions reached should influence corporate
strategy and business development process.
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Although many businesses round the world
have now embraced this new concept, sur-
veys have shown that many of them are find-
ing implementation difficult [10].

The evolution of risk management is
tied to the concept safety engineering, de-
veloped in the 60’s that assumes a stronger
relationship between engineers and risk
managers that are part of developing proj-
ects [11]. Companies can avoid risk but it
involves conducting operations in markets
that are not at risk. In an open economy, this
risk hedging opportunity is unlikely, because
companies can avoid direct risk exposure
through business relationship but they are
inevitably exposed to risk. Risk management,
applied formally appeared in the 20th centu-
ry, Henry Fayol being one of the founders of
this specific field of managing business [11].

Starting with the idea of Romanian eco-
nomic evolution in the context of market
expansion and the consequences that arise
from this process we need to identify ele-
ments specific to risk and the way it affects
organizations and economies. Although, the
scientific importance of risk management is
under evaluated by both Romanian PhDs
and managers, there are specific business op-
portunities that could be exploited by adapt-
ing to requirements of business globalization
and firms internationalisation. The lack of
information, difficulties in research repre-
sent the main cause for an underdeveloped
risk management Identifying risk is the ba-
sis for the development of risk management
and its control. Still, practice has shown that
there are many difficulties because risks are
most of the time, overlooked or ignored.
Individual risks is less problematic, the diffi-
culties appear between their relations, affect-
ing the business on many levels.

The level of risk manifestation is di-
rectly linked to the probability in which it is
achieved; therefor risk is classified according
to the gravity and probability of achievement
of the events.

In business, risk is different from risk in
general because business risk is tied to earn-
ings or profit. Managing risk is necessary
to reduce accidents, but we mustn’t avoid
completely unless it cannot be controlled or
supervised.

The level of reluctance of the decision
maker towards risk causes an action Vis a Vis
accepting the risks linked to and determined
by the firms activity, as well as his reaction
to not accept certain risks because it might
cause the firm some loses.

Disparities between scientists theories
are mostly documented, because the lev-
el of risk taking is considered to be linked
to the personality of an individual, the at-
titude and perception of risk is dependent
upon variables, such as: feelings, the way
reality is presented, humour, etc.. Most of
mankind achievements have been tied to
risk manifestation by inventors and explor-
ers. Business risk implies a series of internal
economic factors linked to financial reports,
decision making, structure and process of a
company, communication, material and hu-
man resources, attention towards consumers,
legislation and environment [12].

4. Risk psychology

Most of modern theories on decisional
theory start from the idea of general aversion
towards risk of people, no matter what their
jobs are, human beings choosing through
their nature certainty of a result against
an option without certainty that may lead
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towards the same outcome [13]. Researching
risk psychology is necessary because in
management and especially in risk manage-
ment the element of decision is present in a
decisive ratio. Decision making for an indi-
vidual, especially for a manger, depends on
his personality, thus we need a psychologi-
cal approach. Personality is a relative set of
psychological characteristics that influence
the way we interact with our environment.
Modern theories show that personality has 5
distinct dimensions [9]:

1. Extroversion — the degree to which
someone is sociable as opposed to someone
who is shy. Extroverts feel good in social situ-
ations while introverts avoid.

2. Emotional stability — is the extent to
which a person has an appropriate level of
emotional control. People with good emo-
tional stability are highly self-confident and
have a strong consideration in relation to
them. Those with a low emotional stability
tend to self-doubt or are depressed. In crisis
situations, especially in risk management a
good emotional stability is essential.

3. The degree of approval - the extent to
which a person is friendly and approachable.
People who are more approachable are warm
and caring. People less agreeable tend to be
cold and distant.

4. Diligence - the degree to which a
person is responsible and oriented towards
achievements. They are people of hope and
positive motivation. Less conscientious peo-
ple are less open and are very unreliable.

5. Opening to new - the extent to which
a person thinks is flexible and receptive to
new ideas. People tend to be more open to
creativity and innovation.

Assuming managerial decisions in
conditions of risk in terms of the behaviour

patterns of decision-makers constituted the
subject of several prestigious researchers
such as H.A. Simon [14], with its concept of
limited rationality and L.Festinger [15] the
promoter of theories for organizational be-
haviour. Risk perception by the public is in-
fluenced by emotions. The social perception
is based on observed data and the knowledge
we have about people who belong to that
group. There are four images of risk occur-
ring in the public [16]:

A. The impending danger (“the sword of
Damocles”)

Risk is considered a threat which can
strike at any time and cause a disaster the
risk source is artificial. The danger lies in
the impossibility of predicting the accident
(Example: public perception that nuclear
power plants can cause disasters at every
moment).

B. Invisible Risk (“Pandora’s Box -
SLOW KILLERS”)

Riskisaninvisible threat to public health
and welfare. Delayed effects are unlikely and
catastrophic. The public has no access to in-
formation it depends on extreme sources.
The credibility of the source of information is
crucial. Minor risk, but the tendency to blame
those involved is strong (Example: preserva-
tives, food additives, vegetables subjected
her genetic engineering).

C. Cost-benefit ratio (“Athena’s Balance
)

The public perceives a risk as the dif-
ference between wins and losses. The per-
ception of risk is limited to financial gains or
losses. In these situations works probabilistic
thinking (Example: gambling).

D. Voluntary Risk (“THE MYTH OF
HERCULES”)

The risk is desired and actively exploit-
ed, exposure to risk is voluntary. There is a
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perception that the subject can control the
risk by using its skill. The consequences are
not catastrophic (Example: sports more or
less extreme).

The cultural theory of risk (with capi-
tal letters; not to be confused with culture
theory), consists of a conceptual framework
and an associated body of empirical studies
that seek to explain societal conflict over risk,
while other theories of risk perception stress
economic and cognitive influences. Cultural
Theory asserts that structures of social orga-
nization grant individuals with perceptions
that reinforce those structures in competition
against alternative ones. Cultural Theory of
risk is based on the work of anthropologist
Mary Douglas and political scientist Aaron
Wildavsky first published in 1982, they out-
line four “ways of life” in a grid/group ar-
rangement [17]. Each way of life corresponds
to a specific social structure and a particular
view on risk. This framework categorizes the
degree to which people are controlled and
confined to their social role. The tighter bind-
ing of social constraints limits individual ne-
gotiation, and group refers to the extent to
which individuals are bounded by feelings
of belonging or solidarity. The four ways
of life include: Hierarchical, Individualist,
Egalitarian, and Fatalist.

But, risk perception researchers have
not yet accepted this version of cultural theo-
ry. Even Douglas says that the theory is con-
troversial; it creates the danger of moving out
of the favoured paradigm of individual ra-
tional choice of which many researchers are
comfortable. Research also has found that,
whereas risk and benefit tend to be positively
correlated across hazardous activities in the
world, they are negatively correlated in peo-
ple’s minds and judgements [18].

5. The landscape of Romanian SME's
IT industry

Risk management in software engineer-
ing is related to the various future harms
that could be possible on the software due
to some minor or non-noticeable mistakes in
software development project or process [19].

Romania is one of the most interesting
markets in Europe for technology investment
and trade, as well as a recognized partner for
some of the world’s most demanding cus-
tomers in IT services outsourcing, call cen-
tre support and product development(an
example is the company that developed Bit
defender)[11].

Annual average inflation declined from
3.2% in 2013 to 1.4% in 2014 mainly reflect-
ing a VAT cut for bread, a good harvest and
lower global energy prices. It is forecast to re-
main at moderate levels and to reach an an-
nual average of 1.2% in 2015, mainly due to
the significant decline in energy prices, sub-
dued inflation in the EU and lower inflation
expectations; in 2016, inflation is forecast to
accelerate to 2.5% as the recovery in domestic
demand continues [20].

After the Romanian integration in the
European Union and considering the con-
sequences of the economic global crisis, the
whole picture of small and medium enter-
prises (SME’s) shows a great deal of vulner-
abilities especially for SME’s in Romania that
are not properly prepared to compete on the
European market [11].

Romania’s labour market has been re-
markably stable over the last few years, with
employment and unemployment rates hov-
ering around constant levels. Domestic em-
ployment in the private sector is expected to
improve slightly against a slowly declining
working-age population, accompanied by a
drop in the unemployment rate over the fore-
cast horizon, to 6.8% in 2016[20].
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Major macroeconomic indicators in Romania [(f) =forecast]

2012 [2013 [2014 [ 2015(9)

GDP growth (%)

0.7 3.5 25 |32

Inflation (yearly average) (%)

3.4 3.2 1.1 |03

Budget balance (% GDP)*

-3.0 -2.2 -1.5 | -2.5

Current account balance (% GDP)

-4.7 -1.4 -0.5 [-1.6

Public debt (% GDP)

37.3 37.9 |39 39

Source: http://[www.coface.ro/Studii-economice/Romania

Romania’s economy is dominated by
small and medium-sized enterprises and has
proportionally fewer micro-firms than the
EU on the whole. Despite an increase in the
number of business start-ups in recent years,
the impact of micro-firms on the economy
is still lower than average, providing about
23 % of private sector employment and only
13 % of economic added value. The manu-
facturing sector is very important for SMEs,
accounting for a proportion of employment
30 % higher than the EU average. SMEs in
the service sector dominate the economy far
less. They focus on less knowledge-intensive
activities such as retail and wholesale trade,
food services and accommodation, travel
agencies, rental and leasing services, land
transport and courier services. The economic
crisis has badly affected the business sector.
SMEs in particular were badly affected, with
real GDP decreasing sharply during the cri-
sis (-6.6 %) and post-crisis recovery setting in
late, with modest growth of 2.2 % in 2011 and
0.7 % in 2012[21]. However, growth picked
up to 3.5 % in 2013, the highest rate of eco-
nomic growth in the last five years. In general,
large enterprises appear to recover from the
crisis much faster than SMEs. This is because
Romanian SMEs are less competitive, less

innovative and have a weaker technological
base than their larger counterparts. Romania
had a “catching up’ profile in 2013, with most
areas scoring below average, but some prog-
ress in the past few years. Romania performs
above average only in entrepreneurship, al-
beit by a large margin. The lack of innovation
and a shortage of specialised skilled labour
are the main obstacles to the business sec-
tor's competitiveness. Poor administrative
capacity continues to hamper the growth of
business.

Between January First and November
30th 2013, 56 722 companies were registered
compared to 57 589 in the same period of the
previous year, registering a slight decrease
of 1.51%. At the same time the number of ac-
tive enterprises has registered an increase of
8% in the first 11 months of 2013 compared
to the annual average of 2009-2012, which
means an accentuated rhythm of recovery in
the SME’s sector of Romania. In Romania, the
turnover of SME’s in 2011 was 4.1% down 1%
compared to the previous year. The percent-
age of each sector in IT, in 2011, is divided
as follows: Telecommunication 24.8% from
Software and IT, 28% belonging to Hardware
sub sector, total turnover being 47.2%.

Political factors, both nationally and on
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a regional level, see business inception as a
tool to promote economic development, in-
novation and a stimuli for firms with growth
potential, based on new technologies.

Romania has registered a slight increase
in SMEs number, for smaller enterprises it
was a 10% growth and for small enterprises
only 2%; this happened because of the disso-
lution of a large number of micro enterprises.

By 2013 at EU level, SMEs had recov-
ered to pre-crisis levels only in terms of value
added, while employment in 2013 was still
2.6% below levels registered in 2008. In 2013,
for SMEs in the non-financial business sector,
value added increased by 1.1%, while em-
ployment decreased by 0.5% and the number
of enterprises decreased by 0.9% [21].

In 2015, Romania is number 17 in UE28
regarding total added value and is on the
last position regarding density of SME’s

in European Community. In the European
landscape, the role of Romanian SME’s is a
minor one considering the above mentioned
positions. Still, Romania has obtained the
8th position in UE28 regarding the number
of employees. The percentage of microenter-
prises in Romania in the SME’s total is with
88% lower than the average UE28 of 92%,
while percentage of small enterprises is more
consistent than EU, 10.4% compared to 6.4%.
As main activity, commerce is the dominant
of SME’s in Romania, almost 40% of total,
while EU has 28%. 2014 signalled the orien-
tation of Romanian entrepreneurs to IT and
education at the expense of agriculture.
Among non-financial sectors, the most
popular sectors for Romanian start-ups in
2014 were education, 18.8% more registra-
tions, information and communications, with
8.94%, and wholesale and retail 5, 38%.

Table no.1. Evolution of SME’s 2008-2015

Employees 2008 2009 [2010 2011 2012|2013 |[2014 2015
0-9 18 349 | 18048 [ 16119 [14694 |15156 | 15951 | 16475 |16 995
10-49 (1319 1283 [1261 |1300 1251 | 1278 (1323 |1368
50-249 272 257 245 266 261 267 275 282

IT |250+ |59 50 53 57 57 59 61 62

Total 20049 [19638 (17678 |16317 |[16724 | 17554 |18 134 |18 708
A 1 1{19990 |19588 [17625 [16260 |16668 | 17496 |18 073 |18 645
SME’s

Source: Annual report on SME’s 2014/ec.europa.eu

As you can see above, in Table no.1.(Evolution of SME’s 2008-2015),from 2008 the number
of SME’s has dropped consistently from 19. 990 to 16. 260 in 2011, but in 2015 their number in-
creased slowly but steady to approximately 3.06%, 18. 645 SME'’s.

Table no.2 Number of people employed in SME’s

0-9
10-43
J- hiarmation and communication gf"
Tk
B SMES ] 85138

a1 BL05 883

a7 ErE )] 95, 796

Source: Annual report on SME’s 2014/ec.europa.eu
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Although the number of employees be-
gan to decrease slowly from 89 049, in 2008,
to 84 884, in 2012, the number in 2015 is high-
er than 2008, 95 296 employees represents
an increase of 3.17% (Table no. 2, Number of
people employed in SME’s).

IT is among top 5 sectors that are work-
ing in Romania, among:

-Health and social care;

-Other personal service activities;

-Other services rendered to enterprises;

-Financial intermediation.

6. Conclusions

Integrating risk management into the
business planning process is an important
component of enterprise risk management
and ensures that the organization is able to
take advantage of emerging opportunities
while also being able to deal when something
goes wrong .The focus on risk and strategy is
that enterprise risk management is primarily
concerned with the failure to achieve busi-
ness objectives. Thus, integrating risk man-
agement with strategy leads to a focus on the
“performance” rather than “conformance”
aspect of risk.

Strategic planning and risk management
should not be distinct activities. Strategies
to manage risks and enhance opportunities
should be incorporated into strategic plans
and should be kept up-to-date. Both strate-
gic and risk management plans will support
specific projects and actions that provide the
basis to take advantage of opportunities.

Managers should adopt a reactive man-
agement style, which means it is impera-
tive to conceive and implement susceptible
measures to alleviate risk manifestation. An

oriented reaction towards the future al-
lows the company to surpass past risks,
thus increasing the odds for achieving their
objectives.

Risk management facilitates the effi-
cient and effective achievement of objectives
for the company. Obviously, knowing the
threats allows a classification of them de-
pending on the possibility of manifesting, on
the impact over the objectives and costs that
appear when we use measures in order to re-
duce risks or to limit their negative effects.

The Doing Business Index issued by the
World Bank (www.doingbusiness.org) ex-
presses the ease of doing business in a par-
ticular country; this ranking places Romania
on the 48th position in 2015 with Germany
and Austria on the 14th and 21st position,
respectively.

This index consists of ten different sub-
indexes that determine whether laws or other
regulations exist in certain areas and wheth-
er or how they are applied. For example, the
subcategories deal with the payment of taxes,
hiring of staff and the founding and closing
of companies.

In the
Perceptions Index 2014 Romania was placed

International ~ Corruption
on the 69th position, while Germany was
12th and Austria 23rd.

The Corruption Perceptions Index is is-
sued by Transparency International, and lists
countries according to the perceived level of
public sector corruption. This perception is
based on surveys of managers and experts,
and related solely to the public sector.

A risk assessment of Romania would
look like in Table no. 3(Weakness and
strengths of Romania), bellow:
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Table no.3 - Weakness and strengths of Romania

Weakness

Strengths

Shrinking population

Large domestic market

Failings in administration and justice

Sizeable agricultural potential

Large scale grey economy

Oil and gas production

Weak transport infrastructure

Diversified manufacturing base (automo-
bile, etc.)

Issue with integration of Hungarian, Roma
minorities

Stability of the leu against the euro

Education and mentality

Member of the EU and NATO

Source: COUNTRY ESSENTIALS ROMANIA, summer 2015

The main problem in the evolution
and progress of Romania, and of course its
businesses, is the , conservative” mentality.
Because as we stated before, every individ-
ual has a different character and personality
Romanians have a tendency to avoid risk or
be in the other extreme, to completely em-
brace it. In literature the level of risk taking
depends on: feelings, the way reality is pre-
sented, humour, but most of all from our
point of view what holds Romania back is
the reality of our society, the negative men-
tality that we embrace and promote to our
children. As individuals we make decisions
every day, based on our state of mind or
based on feelings at that time. The level of
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