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Abstract: In this paper we describe the challenges posed by Industry 4.0 and analyse the opportuni-
ties and risks in the IT&C industry in Romania based on the information available in the specialized lit-
erature. Industry 4.0 is characterized by intelligent manufacturing and implementation of Cyber Physical
Systems in production which refers to both the built-in sensors, the microcomputer networks and the direct
connection of the machines to the value chain. Today, 10T is only a small part of the global phenomenon
that can be called “The Internet of Everything”. The economic growth in our country was one of the high-
est in the EU since 2010, with an average rate of 3.0 percent during 2010-18. The 2018 GDP per capita
is around 65 percent of the EU28 average, up from 25 percent 20 years ago. The IT&C sector is one of the
growth engines of the Romanian economy. In the last years, foreign companies have opened development
and support centres in Romania. Of the total workforce in Romania, 2.2% work in IT&C, generating 5.9%
of GDP. Digitization generates economic growth. The method used is a descriptive and quantitative one,
combined with a SWOT analysis. The goal is to underline the huge possibilities that our IT&C sector has,
and how it can impact our national economy given “Industry 4.0”. With a well developed IT&C sector, the
cost of digitalisation can be much lower for our country compared to those that do not have such capable
specialists in this field. Due to the changes brought by “Industry 4.0”, the Romanian entities need to look
also at examples from other countries in the EUL
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Introduction

“Digitalization means an entire ecosys-
tem. Digitalization is the new paradigm of
our time, deeply affecting the former value
chains in industries at a breath-taking speed”
(Grigore, A-M., Coman, A., 2018). The digi-
talization new business models, with a lead
to a moral wear at the enterprise level and
many changes in all economic processes.
Digital technologies transform the main val-
ue chains.

The demands of the customers have
increased in the last few years. The markets
have evolved accordingly and require com-
panies with high precision products and
services. Information systems and modern
technologies have made it possible to offer
such products and services. Thus, real op-
portunities in the market have only those
companies that have the capacity to adapt
quickly to innovative technology. The latest
industrial revolution, known as Industry 4.0,
perceives operations as a holistic system. This
is a challenge that must be met and met in
order to achieve stability and permanence in
the world market (Saucedo Martinez, J. A. et.
al., 2017). Industry 4.0 is characterized by in-
telligent manufacturing and implementation
of Cyber Physical Systems (CPS) in produc-
tion which refers to both the built-in sensors
and the microcomputer networks and the di-
rect connection of the machines to the value
chain. In addition, it aims at digital enhance-
ment and product redesign (Shamim, 2016).

The new products, which the market
demands, are customized according to the
requirements and expectations of each im-
portant customer. In addition, the market

no longer requires only simple products,

but solutions. This requires a precise com-
bination of products and services. All these
challenges require companies to constantly
innovate and improve. Business manage-
ment plays a vital role in satisfying these new
requirements, which must ensure the condi-
tions for dynamic capacity development, ef-
fective learning and innovation.

In this paper we describe the challenges
imposed by Industry 4.0 and analyze the op-
portunities and risks in the IT&C industry in
Romania based on the information available
in the specialized literature.

“Industry 4.0 comes right on the heels
of The Internet of Things (IoT) phenomenon”
(Herold, 2016). Today, IoT is only a small part
of the global phenomenon that can be called
“The Internet of Everything”. This business
environment comprises four components,
namely the internet of things, the internet of
data, the internet of services, and the internet
of people. The phenomenon received this title
because it includes things, data, services, ma-
chines and people. Industry 4.0 is based on
the interconnection of the entire value chain
through autonomous systems. These systems
are created by intelligent networks of ma-
chines and data. Cloud computing is the key
that paved the way for this revolution. The
high speed at which the changes took place
on many levels required a reassessment of
the management and leadership style, of the
business practices in the workplace and not
least of the corporate structures. Managers
and leaders pose the problem of changes in
strategies, business dynamics and of course,
their role. Given that Industry 4.0 involves
the replacement of the work performed by
people, the choice of strategies and manage-
ment style are of particular importance.
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The IT&C Industry in EU28

The value added (VA) of the IT&C sec-
tor in the EU in 2016 was 591 billion euros,
with 6 million people employed. More than
31 billion euros were spent on R&D. The
IT&C sector in the EU represents only 4.0%
of the value added. From the total employ-
ment, the IT&C sector represents 2.6%. In the
total Business Expenditure on Research and
Development (BERD), the IT&C sector repre-
sents 15.6%. The number of employees work-
ing in the R&D departments of the IT&C
sector represents 20.4% of the researchers in
the EU (Mas, M. et. al., 2019).

The IT&C sector, according to Mas,
covers the IT&C producing sector and the
IT&C service sector. This means, that in the
presented data we have: the manufacture of
electronic components and boards, the man-
ufacture of computers and peripheral equip-
ment, the manufacture of communication
equipment, the manufacture of consumer
electronics, telecommunications and com-
puter and related activities. The presented
data does not cover the IT&C trade industry
and the manufacture of magnetic and optical
media.

The IT&C sector is growing faster than
all the other economic sectors of the EU econ-
omy. From 1995 until 2016, the IT&C sector
multiplied its value added by 3.6 times in real
terms. In the same period, the total increase
of the whole economy was by 1.4 times. The
number of employees in this sector was also
growing in the above-mentioned period, but
only by 1.5 times. In the PREDICT estima-
tion, we found that the IT&C sector is grow-
ing faster than the rest of the economy in 2017
and 2018 for both variables, value added and
employment.

Two other important variables, the la-
bour productivity and the expenditures in
R&D, have a more dynamic behaviour than
the one of the total economy. In addition,
the number of researchers in the IT&C sec-
tor is growing much faster that the rest of the
economy.

The most dynamic part of the IT&C
sector is the service sector. The IT&C man-
ufacturing labour productivity, on the other
hand, was growing faster than in the IT&C
service sector.

Ireland, Malta, Sweden, Finland,
Hungary and Romania are in 2016 the six EU
countries with the largest IT&C sector (in rel-
ative size, presented as value added / GDP),
all above 5.0%.

Regarding the labour productivity
Denmark, Ireland and Poland were the EU
countries with the highest growth rate.

The IT&C Industry in the world

The highest IT&C sector share of 16%
of the total economy has Taiwan, compared
with EU countries and eleven other non-
EU countries (like Australia, Brazil, Canada,
China, India, Japan, Norway, Russia, South
Korea, Switzerland and United States). In the
second place, we find South Korea, this be-
ing valid for all major variables. In the third
position we found Japan for value added and
employment, the United States and Norway
for the variable BERD.

The EU is in the eighth position, after
India, China and Switzerland regarding the
variable value added and the ninth position
after China regarding the variable BERD.

The United States has the highest labour
productivity (calculated per hour worked) in
the IT&C manufacturing sector and in the
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IT&C service sector. The United State are
followed regarding labour productivity per
hour worked by Norway, Taiwan and the
EU. In China and India, we found the low-
est labour productivity per hour worked
compared to labour productivity in the total
economy.

The most dynamic behaviour in the
period 2006 — 2016, in almost all variables,
have China and India. In terms of employ-
ment, India is followed by Australia, China
and Brazil. The dynamics of growth is much
lower in the United States and the EU than
in the Asian countries. The EU did not en-
tirely achieve the objectives established in
the Digital Agenda and that puts it behind
the United States regarding some important
variables.

The main strength of Taiwan and South
Korea is built on the manufacturing of elec-
tronic components.

One important information of the
EUROSTAT report is that the centre of grav-
ity of the IT&C sector is fast moving towards
East, in the direction of Asia. China, for ex-
ample, is moving fast in the direction of high-
er value added activities and this includes
the IT&C producing sector. China is an im-
portant threat due to the size of its economy,
not only for the EU, but also for the United
States, which up to now is the leading coun-
try in the world (Mas, M. et. al., 2019).

The IT&C Industry in Romania

The economic growth in our country
was one of the highest in the EU since 2010,
with an average rate of 3.0 percent during
2010-18. The 2018 GDP per capita is around
65 percent of the EU28 average, up from 25
percent 20 years ago.

The GDP grew at 4.1 percent in 2018,
mainly because of the fiscal stimulus imple-
mented in the past years. The estimated GDP
growth for 2019 is at 4.2 percent. This is sup-
ported by private consumption and private
investment. Fiscal policy will likely con-
tinue to be pro-cyclical, because of the ad-
opted pension laws and the wage increases.
According to the World Bank overview, the
challenge is to maintain the fiscal deficit to
below 3 percent of GDP in 2019 and beyond
(World Bank, 2019). The situation of the bud-
get execution for the first 9 months in 2018
shows a deficit of 16.8 billion lei (1.77% of
the GDP). The deficit exceeds in this period
more than twice the deficit in the same pe-
riod of 2017, with 6.8 billion lei (0.79% of the
GDP). The deficit 2017 was 2.88%, close to the
maximal level of 3% of the GDP stipulated by
the Maastricht treaty. The investment plans
for 2018 are fulfilled. The reduction of the
planned expenditure, including from invest-
ments, have a negative impact upon the real
and potential economic growth. A sustain-
able economic growth in the long term can-
not happened without real investments and
structural reforms (Barbu, 2019).

The electro-IT&C market in our country
grows fast, showing a good dynamic in the
last years. This is explained, in large part, due
to e-commerce. For 2019, the estimation done
by “Keys Fin” - experts present an advance of
7.5% (over 36 billion lei) in their report about
Romania. The turnover of local electro-IT&C
product traders increased by 8% in 2018
compared to the previous year and by 37.6%
compared to 2014 (Ciocotisan, 2019).

Romania is a top electronics producer
in Central and Eastern Europe. In the past 20
years, Romania has also grown into a major
centre for mobile technology, information
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security, and related hardware research. The
country is a regional leader in fields such as
IT and motor vehicle production. According
to the Labour Ledger as at 1 January 2018,
the active civilian population amounted to
8 717 900 persons, representing 44.7% of the
resident population. Out of the total active
population, 54.7% were men and 45.3% were
women (EURES, 2019).

The IT&C sector is one of the growth en-
gines of the Romanian economy. Important
companies from abroad have opened in the
last year’s development and support cen-
tres in Romania. These companies came to
Romania, because the workforce is better
prepared than in other countries. According
to Bogdan Belciu (management consulting
partner at PWC Romania) the IT&C sector
in Romania has a larger contribution to the
GDP than the European average. Of the total
workforce in Romania, 2.2% work in IT&C,
generating 5.9% of GDP. The labour force
share is lower than the share in the GDP
and this shows that this sector creates a high
value added. Digitization contributes to the
speed of economic growth (Ziarul financiar,
2018).

Methodology

The present paper includes an analy-
sis of the documentation found in various
publications and scientific articles in order
to define the opportunities and risks of the
Romanian IT&C industry in the context of
“Industry 4.0”.

Therefore, we used a comprehensive
search into numerous sources of secondary
data, such as statistics, articles, reports and
books regarding the IT&C industry in the
context of “Industry 4.0” and management.

The electronic databases, which we
took into consideration, were Academia.edu,
Springer, Invest Romania, Eurostat, BRILL
and Wiley Online Library. Other sources were
the archives of different journals and confer-
ences, such us the journal “Manager”, the
conference “BASIQ”, “ICBE” and “ETIMM”.

The method used is a descriptive and
quantitative one, combined with a SWOT
analysis. A SWOT analysis is a comprehen-
sive look at strengths and weaknesses, or in-
ternal factors, as well as external factors in the
market. A SWOT analysis starts by studying
its strengths and weaknesses. Subsequently,
an external environment SWOT analysis en-
ables to determine how strengths can be ex-
ploit and weaknesses minimize. The external
environment SWOT analysis is a detailed
look at the industry. One facet of an external
SWOT analysis is studying various opportu-
nities in the marketplace. Opportunities can
include an unfulfilled need of consumers or
new technological arrivals, according to the
article “SWOT Analysis” at quickmba.com.
For example, the Internet became a new way
to market products in the mid-1990s. An ex-
ternal environment SWOT analysis also en-
ables us to examine various threats in the
industry (Suttle, 2019).

Results and discussions

The opportunities and risks analysis
of the Romanian IT&C Industry

The fact that the IT&C industry is de-
veloping much faster than any other sector of
the economy is mainly related to the chang-
es brought by Industry 4.0. The investments
in information technologies is a major factor
for the performance of a firm, no matter of
the sector of economy in which it is working
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(Gabor, M. R. et. al., 2019). The knowledge
society is experiencing a full swing of devel-
opment. According to the EUROSTAT indi-
cators, the impact of IT&C is already very
important, but this is only the beginning.
The new industrial revolution brings
also an important risk regarding poverty.
This risk is related to the fact, that in the next
period, robots will cover a big number of

jobs that today are done by humans. At the
UN Summit for Sustainable Development,
which took place in 2015 in New York, the
participants adopted the 2030 Agenda for
Sustainable Development. This agenda is a
commitment to poverty eradication and sus-
tainable development by 2030, worldwide
(Tartiu, V. E. et. al., 2019).

Figure 1: Total Romanian SITC industry (Audoin, 2018)

Market Volames (in

Annual Grow th Rates

The export of products and services
generated by the Romanian IT industry will
reach 77% of the total IT market in 2017, a
significant increase compared to the share of
69% in 2015 (Audoin, 2018). Compared with
the export, as a percentage, the consumption
of products and services in the local mar-
ket is decreasing from 31% in 2015 to 23%
in 2017. A market consolidation is expected.
The estimation says that the market will in-
crease from € 4.1 billion in 2017 to approxi-
mately € 5.5 billion in 2020 (Raveica, 2019).
The decisive growth factor is represented by
all exports, which will rise to a share of 79%
of the IT market in 2020. The stagnation of

technology consumption has an impact on
the competitiveness and productivity of the
public sector, but especially on the private
sector. Therefore, we have specialists, but
the local market is in a relative stagnation of
technology consumption (Audoin, 2018).
The number of employees increased in
the last fifteen years from 14,000 to 100,000.
The productivity reached 50,000 euros / em-
ployee in 2018, but it is still under the EU
average. The IT sector is 2.2 times more pro-
ductive than the total Romanian economy.
Moreover, Romanian IT provides 24% of the
country’s annual output with only 2% of the
total employees. The number of specialists
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graduating annually is about 7,000 people /
year. In 2018, Romania had already a defi-
cit of 18,000 IT specialists. Although there
is a high demand, the number of graduates
could not be increased. In the last 15 years,
the schooling figures have unfortunately re-
mained behind the growth of the industry
(Pavel, 2019).

In the export of IT solutions, we face
sometimes a paradox. This export is an ex-
port of Romanian intelligence, but it is for the
benefit of multinational companies.

The Romanian IT-specialist is happy to
getagood “salary” from a multinational com-
pany. Specialists are not ready to take risk and
build their own companies. Nevertheless, this
is not everything. Romanian specialist cre-
ates some of the products that we buy from

multinational companies. The multinationals
are growing, because our specialists are not
interested in their own intellectual property.
This means that, the local consumption of
technology uses the suppliers, foreign com-
panies, which appeal to Romanian special-
ists, so we export products and services that
we sometimes contract just from those who
have accessed the Romanian specialists. In
this case, the registration of export figures,
respectively the local market, may be affect-
ed by the export to foreign companies, that
own the property, and than sell back to the
Romanian market. Mostly, Romanian devel-
opers work in the “lohn” system. This is also
caused by the insufficient local consumption
(Raveica, 2019).

Figure 2: Opportunities and risks in the Romanian IT&C sector (Raveica, 2019)

- 110 thousand IT&C specialists

- The highest share of IT you know
per thousand inhabitants in the EEC

- 20 thousand companies

- 8500 IT graduates + 1800
telecommunications graduates
- an increasing need with 400

graduates from year to year

- Non-consolidated education
and entrepreneurial culture

- Lack of funding means

- Poor collaboration and
association

- Focusing on outsourcing and
not on developing proprietary
products

- Non-coordinated state support
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Companies like Orange increased their
segment of IT&C services for B2B (Business-
to-Business) customers by 27% in 2019. The
predefined machine learning algorithms give
unlimited business application possibili-
ties. Orange launched a public cloud service,
called Flexible Engine. This is an option for
B2B customers to quickly optimize, transform
and develop business applications. The main
request from Orange customers referred to
solutions of hosting (hosting), state-of-the-
art Wi-Fi technology and network security
(Popa, 2019). This example is another confir-
mation of the huge potential of our market
and on the other hand of the new challenges
regarding the cyber security.

The safety of performed operations is
today an important issue due to the migra-
tion to the digital environment. This issue
is important for everybody, final consumer,
business and the state. The cyber-attacks are
not any more a subject for storytellers. We ex-
pect that in the future, private business and
the state will allocate a lot of time in develop-
ing solution and implementing them to de-
fend from cyber-attacks. The Law 362/2018,
based on the NIS Directive, is the founda-
tion for the security of network and infor-
mation systems. Everybody needs to take all
the measures necessary to reduce the risks of
cyber-attacks. This means that business, state
and consumers need to invest in cyber secu-
rity systems and services (RePatriot, 2019).

This new issue is not only important
for the IT&C sector, but for all the sectors of
the economy using, or planning to use the
new technologies. That is a way we have to
think also about risk management when we
analyse the threats. “The development of
risk response strategies is a distinct stage in
the risk management process in projects and

has different names from one methodology /
standard to another” (Ciocoiu, N., Irimescu,
E. C,, Stefan, V. E., 2019). The main task is to
select the best solution for the future and to
estimate the impact of the new strategy in all
affected activity sectors.

In Industry 4.0 oriented Production
Management strategies and approaches, the
Production Activity Control Mechanisms
(PACM) plays an important role because it
facilitates management’s meeting of goals,
solving problems, meeting cost require-
ments, ensuring product quality and the ac-
complishment of production orders. (Costa,
D. et. al., 2019).

Conclusion

McElroy used in her work the questions
of the possibility that Romania could be “The
Silicon Valley of Europe” (McElroy, 2019). In
the last fifteen years, the Romania IT&C sec-
tor developed immensely. McElroy is not the
only one looking at Romania as the possible
technology hub of Europe. After analysing
our opportunities in this sector, we have to
improve very soon our strengths and to mi-
nimise the threats.

The goal of this paper is to underline
the huge possibilities that our IT&C sector
has, and based on this, the opportunities of
our national economy has in the context of
“Industry 4.0”. With a good developed IT&C
sector, the cost of digitalisation can be much
lower for our country than for those that do
not have such capable specialists in this field.

First, we need to improve the level of
digitalisation in the public sector, then, to
support the Romanian specialists to build
up start-ups and to sell the creation of theirs
minds as their own intellectual property in
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Romania and abroad. In parallel, the gap be-
tween the numbers of IT&C specialist which
are coming out every year must be increased.
The number of 18.000 IT specialist that are
needed today in the labour market is calcu-
lated based on the real demand of IT com-
panies. “Industry 4.0” needs a much bigger
number of specialists in this field. Due to
the changes brought by “Industry 4.0”, the
Romanian entities need to look also at exam-
ples from other countries in the EU.

In the next stage, it is mandatory to
study and define the necessary and accepted
measures of private companies, institutions
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